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Abstract

This paper proposes a novel proxy network topology.
The proposed network topology exhibits several attributes
that strengthen the proxy network’s resistance to DoS
attacks. Additionally, a novel reconfiguration algorithm for
a class of proxy network topologies is proposed, and shown
to decrease the topologies’ vulnerability to DoS attacks.
Proxy networks enable applications to communicate with
users without disclosing their IP’s. An application’s
resistance to DoS attacks is improved by hiding it behind
a proxy network. We evaluate the proposed topology’s
fault tolerance and its effectiveness in the resistance to DoS
attacks.

1 Introduction

The proxy network overlay provides a communication
infrastructure that hides an application’s location, therefore
limiting the success of Denial-of-Service (DoS) attacks.
We employ a circulant graph to create a proxy network
that exhibitsmaximum connectivity. Given the same
number of nodes and edges no other topology can tolerate
more node failures without partitioning the network. The
proposedn node topology distinguishes itself from others
in that it exhibitsmaximum connectivity for any value
of n ≥ 21 Theorem 3.1. Our proxy network topology
is evaluated and compared to existing topologies using
the criterion of robustness and vulnerability to DoS
attacks. Additionally, thediameter and connectivity of
the topologies are compared.

In previous works the authors created a Grid enabled
proxy network, and monitoring software, that migrates a
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nodes of a proxy network from a host machine in response
to network performance failures or a DoS attack [32].
Through the use of a generic DoS attack model, this paper
examines proxy network topologies’ ability to resist a DoS
attack.

Alternate point-to-point paths among the Internet can
increase the dependability of proxy networks. Data
collected from a nine month sample of logs from three
Internet Service Provider’s backbone routers show that less
than 35% of routes across the Internet are available more
than 99.99% of the time [33]. This level of unreliability
demonstrates the advantage of alternative paths from source
to destination within a proxy network. Proxy network
topologies should contain a large number of alternative
paths, which serve to increase the fault tolerance of the
proxy networks through redundancy.

The topology of a proxy network is an important aspect
of its ability to self-protect. Our proposed proxy-network
topology was chosen due to itsconnectivity, diameter,
and resistance to DoS attacks. Additionally, the chosen
topology exhibits properties that enable it to reconfigure and
thus decrease itsvulnerability to DoS attack, although a
tradeoff is an increase in message latency.

2 Paper Layout

In Section 3 the proposed graph topology is detailed.
Section 4 compares the proposed topology with existing
overlay network topologies using the criteria of resistance
to DoS attacks. A means to guarantee a predetermined
vulnerability to DoS attack via a reconfiguration of the
topology, for a class of proxy network topologies, is
proposed in Section 5. Lastly, Section 6 presents our
conclusions.



3 Overview of Selected Circulant Graph
Topologies

Circulants are a class of symmetric graphs. Acirculant
graph with n vertices and jumpsj1, j2, ..., jm is an
undirected graph in which each vertexv, 0 ≤ v ≤ n − 1, is
adjacent to all the verticesv ± ji, modn, for every positive
integer i, in which 1 ≤ i ≤ m. The circulant graph is
denoted asG = Cn ± (j1, j2, ..., jm). An example of a
generic circulant graph is illustrated in Fig. 1.

3.1 Midihex Topology Definition

Within the class of circulant graphs there is a great
variation in their graphdiameter.

Thediameter of G is defined as the maximum of all the
shortest paths from any one vertex ofG to any other, i.e.,

d(G) = max d(G; x, y) : x, y ∈ V (G). (1)

Since the diameter can be considered a measure
of transmission delay, a circulant graph that exhibits
maximum connectivity and contains a smalldiameter,
is desirable. In our previous work, we employed a circulant
graph in an interconnection network topology [11].

In this work we propose a novel 8degree graph,degree
is denoted by∆, named the Midihex topology because its
properties are similar to thedegree 4 Midimew graph [21,
22]. A 6 degree circulant graph that can be represented
by a hexagonal geometric representation [34], is equal to
portions of our Midihex topology. A hexagonal tessellation
uponk + 1 levels is the geometric representation of our
topology, and is illustrated in Fig. 2. The numbers within
the hexagons in Fig. 2 represents the virtual IDs of the
nodes. A geometric representation of our Midihex topology
is a stack of the hexagonal topology defined in [34]. Our
Midihex graph, of degree 8, is detailed below and is
embedded into a proxy network. The Midihex graph and
its diameter is given in Theorem 3.1.

Theorem 3.1 MidihexG = Cn ± (1, 3k+1, 3k +2, 3k2 +
3k + 1) is a circulant onn points withn ≥ 21, d(G) =
k + dk

2 e, andn = (2 ∗ dk
2 e + 1)(3k2 + 3k + 1). For k is

any positive integer,k ≥ 1.

For the Midihex circulant graph described in 3.1, all vertices
are reachable ink+dk

2e steps andd(G) = k+dk
2e, the proof

follows.
Proof : The Midihex topology, and all undirected

circulant graphs, arevertex-transitive [25]. Due to
the vertex-symmetry of the graph the calculation of the
distances between vertex 0 and any other vertex in the graph
may be transfered to all other vertices in the graph. If a
graph isvertex-transitive then the graph’sconnectivity,

diameter, and average distance can be calculated through
the examination of a distance, or theconnectivity, of one
predetermined vertex to any other [25]. Theorder, i.e.
number of vertices,n, of the Midihex graph is calculated
in terms ofk in (3).

The number of vertices in Level 0, illustrated in Fig 2,
reachable by a unique path in exactlyk steps from vertex 0
is calculated in (2).

Level 0 vertices = 1 + 6

k
∑

d=1

d (2)

= 1 + 6 ∗

(

k(k + 1)

2

)

= 3 ∗ (k2 + k) + 1

= 3k2 + 3k + 1

The number of vertices in the Midihex circulant graph, in
termsk is:

n = Level 0 vertices + All other vertices

=

(

3k2 + 3k + 1

)

+

(

2 ∗

⌈

k

2

⌉)(

3k2 + 3k + 1

)

=

(

2 ∗

⌈

k

2

⌉

+ 1

)(

3k2 + 3k + 1

)

(3)

From vertex 0 all vertices on level 0 are reachable ink steps,
and from any vertex in level 0 all other levels are reachable
in dk

2
e steps. Thus, from vertex 0 all other vertices are

reachable in a mostk+dk
2
e steps. Since the graph isvertex

transitive thusd(G) = k + dk
2
e, and the proof for the

diameter of the graph is complete.
The proof continues givenk is any positive integer,k ≥

1. For the casek = 1, using (3),n = 21; therefore the
Midihex topology must always exhibit anorder of n ≥ 21.
Thus the proof of Theorem 3.1 is complete.

The only other degree 8 circulant graph, known to the
authors, which is composed of a jump sequence that is
a direct function of itsdiameter, is given in [35]. The
Midihex topology is novel in that it is lessvulnerable to
DoS attack, forn > 637, than the previously mentioned
degree 8 circulant graph. Subsection 4.1 introduces the
metric employed to determine a graph’svulnerability to
DoS attacks. The pseudo code for the creation of the
Midihex topologyG = Cn±(1, 3k+1, 3k+2, 3k2+3k+1),
for anyn number of nodes, is given in Fig. 3.

3.2 Additional Graph Theory Properties
of Midihex

The connectivity of a graph is the smallest number of
vertices that, when removed, results in a disconnected graph
[19]. The formal definition follows in (4).



Figure 1. An example of a circulant graph,
C8 ± (2, 3).
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Figure 2. Geometric representation of the
levels, which are stacked, of a Midihex graph
C57±(1, 3k+1, 3k+2, 3k2+3k+1) with diameter
of 3, i.e. d(G57) = k + dk

2e = 3 for k = 2.

Initialize graph to be n isolated vertices labeled 0,.,n.
For i = 0 to n - 2

For j = i + 1 to n - 1
If j - i = 1 OR n + i - j = 1

Create an edge between vertex i and j.
If j - i = m OR n + i - j = (3k+1)

Create an edge between vertex i and j.
If j - i = (m + 1) OR n + i - j = (3k+2)

Create an edge between vertex i and j.
If j - i = (m + 2) OR n + i - j = (3kˆ2+3k+1)

Create an edge between vertex i and j.
END For

END For

Figure 3. Pseudo code for creation of Circulant
graph Cn± (1, 3k +1, 3k +2, 3k2 +3k +1), where
n ≥ 21, the degree equals 8, and d(G) = k + dk

2e
is the graph diameter.

Theconnectivity of G is

κ(G) = min{|S| : S ⊆ V, ω(G − S) > 1}. (4)

The Midihex topology, as with any circulant gaph,
exhibits maximum connectivity. By definition the
number of edges any circulant graph contains isdkn

2
e,

and all circulant graphs arek-regular. A graph is k-
regular if the degree of eachvertex equals the set of
edges incident upon eachvertex for every vertex in the
graph. The relation between thedegree of ak-regular graph
its robustness during a DoS attack is shown in subsection
4.1 eq. (6).

Since theMidihex graph is a circulant graph, the
Midihex topology contains the least number of edges
necessary for the creation of ak-connected graph. Because
the number of edges within aMidihex graph achieves
the lower bound ofdkn

2
e defined in [16], thek-regular

Midihex graph exhibitsmaximum connectivity.
The relation between graphconnectivity and the fault-

tolerance of a network is described By Menger’s Theorem
(5). Menger’s Theorem states that the following equation
(5), below, holds forG is a connected undirected graph
or a strongly connected digraph, in whichx andy are two
distinct vertices ofG,

ζ(G; x, y) = κ(G; x, y) if(x, y) /∈ E(G) [20]. (5)

and can be worded as follows: thevertex connectivity
is always equal to the maximum number of disjoint paths
between two unconnected vertices. For the case of
circulant graphs, thevertex connectivity equals theedge
connectivity. ζ is defined as the number of disjoint paths
between two unconnected vertices. Two paths fromu to v
are defined as internally disjoint if they have no common
internal vertices.

Since the Midihex graph ismaximally connected it
contains the maximum number of disjoint paths between
vertices for the given number of edges. Additionally, the
n node Midihex graph achievesmaximum connectivity
for any value ofn ≥ 21 Theorem 3.1. In comparison,
a k-dimensional cube, orhypercube, achievesmaximum
connectivity only for the cases ofn = 2k [15].

A large number of disjoint paths in a network serves
to alleviate congestion, and increase both the efficiency of
transmission and the fault-tolerance of a network. A high
level of network redundancy can increase communication
efficiency because various routes to the destination may be
examined, thus the least congested route can be selected.

4 Overlay Network Topologies

Generic fault-tolerant network designs have been
comprehensively studied. Methods of graph augmenting



with spare nodes have also been applied to trees [5, 6, 7],
rings, meshes, and hypercubes or variations of hypercubes
[8, 9, 10, 26]. The addition of spare nodes and links within
a hypercube, to maintain a specified level of service, is
detailed in [29].

Our proposed Midihex topology’s ability to resist DoS
attack is compared to a few peer-to-peer and overlay
networks’ ability to resist DoS attacks. The use of existing
distributed systems, such as Chord, has been proposed for
location hiding [27, 28]. The Chord distributed lookup
protocol addresses many of the problems that confront
peer-to-peer applications [1]. Chord efficiently locates the
node that stores a particular data item. As nodes leave
and join the system Chord adapts efficiently to locate
and retrieve data in a dynamic operational environment.
Pastry, Tapestry, and CAN [2, 3, 14] are three lookup
and routing protocols for overlay networks. These overlay
networks emphasize self-organization for large-scale peer-
to-peer applications. They implement a scalable, fault-
tolerant distributed hash table. Using a small per-node
routing table, items can be located within a small number
of routing hops. A resilient overlay network (RON), which
allows distributed Internet applications to detect and recover
from path outages and periods of degraded performance,
within a short period of time, is presented in [4]. The
Chord overlay network employs a two-dimensional circular
topology. The CAN overlay topology is ad-dimensional
cartesian torus. Figures 4a and 4b respectively illustratethe
Chord and CAN network topologies.

In the next subsection we examine the topological
properties of the previous overlay network topologies with
the Midihex topology, and compare theirvulnerability
and robustness to DoS attacks. The analysis of existing
overlay networks is limited to their topological properties
when employed as a proxy network. The examination of the
partitioning of the overlay construct due to the rebalancing
protocol, i.e., maintenence of routing tables, as nodes leave
and join the system, e.g., during system churn, is out of the
scope of this paper.

4.1 Midihex Proxy Network Topology

The Midihex network topology is evaluated for its
resistance andvulnerability to DoS attacks. The scope
of knowledge of each vertex of the Midihex topology is
limited to the information associated with its neighbors, or
connected vertices. We assume it is known when a node in
the topology is attacked, or its integrity is compromised.

Without reconfiguration, a proxy network cannot
effectively hide an application’s location [17]. Proxy
networks with proactive random proxy node migration can
effectively prevent infrastructure-level DoS attacks [17].
The model employed in the evaluation of our Midihex

a) Chord Topology with
n = 8.

b) CAN Topology with
n = 8, d = 2.

Figure 4. Chord and CAN Network Topologies

topology is outlined in [17]. The model entails a pool of
resources, or host machines, and a set of proxy servers.
A node in the Midihex graph represents a proxy server.
Proactive reconfiguration occurs when a proxy server
migrates from one host machine to another. The model that
the proxy server is under attack, or exposed to a node other
than another proxy server, assumes that a proxy server can
migrate to another host whose location is unknown to the
attackers. An important assumption of the model is that
the attack can only infiltrate a host machine, and not the
proxy server. Therefore the proxy server’s processes can
be brought down or rendered inaccessible, but not hacked
into, thus enabling a proxy server that is brought offline to
reappear on another host machine.

An attack model and criterion for the evaluation of
proxy-network overlays is detailed in [13]. We employ
this attack model to evaluate the Midihex network topology.
Several parameters are introduced, in [13], which describe
characteristics of the attack. The generic attack model
employed, and the corresponding chosen parameters, do not
represent the characteristics of all DoS attacks, and is meant
to provide insight into the proxy network topology’s ability
to resisit DoS attacks.

The model is represented by M(G,α,β,γ). G is the graph
of the proxy network. At any timet every vertex inG is in
one of three states -intact, exposed, andcompromised.
The vertices in graphG may simultaneously change their
states at the end of each time step with the following
probabilities: α is the probability that anexposed vertex
will be changed to thecompromised state, i.e. a node is
successfully attacked during the time step. It correspondsto
the attackers’ capability, i.e. the rate at which hosts can be
compromised.β is the probability acompromised vertex
will be changed into theintact state, i.e. a successful proxy
network reconfiguration during a time step. It corresponds
to the defender’s capability.γ is the probability anexposed



vertex will be changed into theintact state. It represents the
level of coordination among the attackers and the amount of
memory available to the attackers.

The case of a fully coordinated attack, in which the
attackers have access to infinite memory to keep and share
the information about the location of all thecompromised
and theexposed nodes, is expressed asγ equals 1. Also, we
chooseβ to equal 1. The goal of the attackers is to grow the
population of theexposed or compromised nodes within
the proxy network. Once the attacker traverses through the
proxy network and reaches the application, service is denied
to the user and the DoS attack is successful.

Using the model M(G,α,β,γ) a graphG is defined as
robust if all nodes inG can be changed into theintact
state after a long run. A graphG is defined asvulnerable if
there always exists a significant number ofcompromised
vertices inG at any timet. The problem of determining
how vulnerable or susceptible a given overlay network is
to DoS attacks is formally defined as: Given parametersα,
β andγ, characterize the class of graphsG that arerobust
and the class that arevulnerable.

Two theorems are proven in [13] that characterize
the ability of the attacker to propagateexposed nodes
throughout the proxy network. The theorems, expressed
in (7) and (8), quantify some of the affects that the
model parametersα, β, γ, and the Laplacian spectra,
i.e. Laplacian eigenvalues of the adjacency matrix, of the
network topology graphG have on therobustness of the
network topology.

For a∆-regular graph, the largest standard eigenvalue of
the adjacency matrix,σ1, equals thedegree of the graph,

σ1 = ∆ (6)

Using the DoS attack model and the definition of a
robust graph in [13], a graph isrobust if

β(α + γ)

α
> σ1 (7)

where σ1 is the largest eigenvalue of the adjacency
matrix [13].

For a ∆-regular graph, the Laplacian operator on the
adjacency matrix A, isL = I − 1

∆A, andλi = 1− 1
∆σn−i

for 0 ≤ i ≤ n − 1. I is the identity matrix.
The graphG is vulnerable [13] if

β

α
<

1

λ
2 − 1 (8)

where

λ = maxi 6=0 ‖ 1 − λi ‖ (9)

andλi are the Laplacian eigenvalues of the graphG.

Equation 8 determines if a proxy network is unable to
recover from a DoS attack, i.e. the attacker is able to gain
knowledge of an application’s IP address. When the defense
speed, i.e. proxy migration rateβ, is less than the right hand
side of 8 times the attack speed, i.e. host compromize rate
α, then the proxy network is unable to effectively hide an
application’s IP address from an attacker. Bothσ1 andλ
characterize the rate at which attackers can traverse through
the overlay network.

Using (7), the Midihex topology isrobust for the values
of α < 1

7 , α represents the rate at which the hosts can be
comprised. The Midihex topology, after a reconfiguration
detailed in Section 5, is notvulnerable to DoS attacks,
as defined by (8). Tables 1, 2, and 3 show that the
Midihex topology is lessvulnerable to attacks than the
Chord network topology and is closest to the properties of
the CAN topology. The degree 8 Midihex circulant graph,
for cases whichn > 637, is lessvulnerable than any
other degree 8 circulant graphs that are composed of a
jump sequence that is a direct function of itsdiameter.
The graphorder of n > 637 is noted, because it is the
graphorder at which the Midihex topology becomes less
vulnerable to DoS attack than all other known 8degree
circulant graphs that are composed of a jump sequence that
is a direct function of itsdiameter.

N diameter σ1
1

λ
2 − 1

128 4 15 1.086
256 4 15 0.859
512 5 17 0.710
1024 5 19 0.604
2048 6 21 0.526

Table 1. Topological Properties of Chord [13]

N diameter σ1
1

λ
2 − 1

128 7 8 ≈0
256 8 8 ≈0
512 10 8 ≈0
1024 12 8 ≈0
2048 14 8 ≈0

Table 2. Topological Properties of CAN [13]

N diameter σ1
1

λ
2 − 1

185 5 8 0.5799
305 6 8 0.3949
637 8 8 0.2366
1521 11 8 0.1252
1953 12 8 0.0960

Table 3. Topological Properties of Midihex
Topology



The attacker’s capability, represent byα, affects the rate
at which a given host can becompromised. During the
operation of the proxy network the attacker’s capability
may vary. Up to this point in our analysis of a proxy
network’svulnerability to DoS attacks, the proxy network
topology remained unchanged, only the virtual IDs to
physical machines/hosts were reconfigured. The network
topologies, i.e., interconnections of the virtual IDs, must
remain static throughout the runtime of the proxy network.
Previous proxy network reconfigurations, represented by
the probabilityβ, were restricted to dynamic mappings of
a virtual ID of the proxy network to a physical host. The
next section presents a method that dynamically alters the
topology, of virtual IDs, of the proxy network in response
to DoS attacks.

5 Reconfiguration of Circulant Topologies in
Response to DoS Attacks

This section presents a means to decrease the
vulnerability to DoS attack, although a tradeoff is a
decrease in performance. The decrease in performance is
due to the increase in the graphdiameter, which causes in
increase an transmission delay, i.e. message latency, as a
result of additional hops through the network.

In previous works the authors implemented a deadlock
free reconfiguration algorithm for the reconfiguration of
any proxy network topology [32], and a dynamic network
reconfiguration algorithm for any arbitrary topology [12].
In this work, the algorithm presented modifies a given
circulant topology and creates a set of circulant topologies
with a decreasingvulnerability of DoS attack, and an
increasingdiameter.

The presented method for proxy network reconfiguration
is limited to use by circulant graphs. For the special case of
circulant graphs, the eigenvalues of their adjacency matrix
can be calculated in polynomial time. Also, because the
adjacency matrix and Laplacian of an adjacency matrix is
Hermitian, i.e., its symetric elements are conjugate, all the
eigenvalues of the matrix are real. The eigenvalues of any
circulant graph’s adjacency matrix, or the Laplacian of the
adjacency matrix, can be calculated using only the first row
of the adjacency matrix.

In the next subsection a polynomial time algorithm
for the determination of a circulant proxy network’s
vulnerability to DoS attacks is presented. Subsection 5.2
details an algorithm that modifies the Midihex topology and
creates a generic circulant graph, which exhibits a decrease
in vulnerability to DoS attack.

5.1 Polynomial Time Calculation of the
V ulnerability of Circulant Graphs to
DoS Attacks

Thevulnerability of any circulant graph proxy network
topology, with the eigenvalues of the Laplacian of an
adjacency matrix as a parameter, is calculated in (8) and
(9). All the proceeding steps are toward the calculation of
the eigenvalues,λ, of the Laplacian of an adjacency matrix
of a Circulant graph in polynomial time. A polynomial
time computation of the eigenvalues of the Laplacian of
a Circulant graph’s adjacency matrix, of sizen × n, via
linear algebra and thenth roots of unity, is partially detailed
in [30], and a detailed explaination follows:

Thenth roots of unity, withz = eiθ, are

zn = 1 (10)

The nth roots of unity are approximated via sine and
cosine tables. The exact roots of unity are not determined,
but the level of accuracy provided by sine and cosine table
are acceptable for our application.

The roots of unity are approximated below in the set
w=w0,w1,...,wN−1 , this set is oforder N ,

wn = cos

(

n
2π

N

)

+ sin

(

n
2π

N

)

i (11)

wherewn is an approximation to thenth root of unity.
The eigenvalues,λ, and eigenvectors,x, of matrix C,

in this caseC is the Laplacian of an adjacency matrix of a
Circulant graph, are defined as follows:

Cx = λx (12)

Any n× n adjacency matrix of a Circulant graph can be
represented by the polynomialq with a degreen − 1, and
evaluated forq(t) [31]. The coefficients of the polynomial
q area1,2,..,n, and are assigned to the first row of any given
matrix that represents the Laplacian of an adjacency matrix
of a Circulant graph., e.g. (13)

q(t) = a1 + a2t + a...t
... + antn−1 (13)

where the set of values{a1, a2, a..., an} compose the first
row of C, therefore only one row of the circulant matrixC
is required to calculate the eigenvalues for any givenn × n
circulant matrix.

The eigenvalues of the matrixq(C) areq(λ) [30], and
are defined below,

q(C)x = q(λ)x (14)

The series of equations (15), calculates the eigenvalues ofa
circulant matrix, the values ofq(w) are the eigenvalues of a



correspondingn × n circulant matrixC,

q(w1) = a1 + a2w1 + a...w
...
1 + anw n−1

1

q(w2) = a1 + a2w2 + a...w
...
2 + anw n−1

2

q(w...) = a1 + a2w... + a...w
...

... + anw n−1
...

q(wn) = a1 + a2wn + a...w
...

n + anw n−1
n

(15)

where wi is given as theith roots of unity in (11), for
1 ≤ i ≤ n, and{a1, a2, a..., an} compose the first row
of then × n circulant matrixC.

The ordered eigenvaluesλ1 ≤ λ2 ≤ ... ≤ λn are within
the unordered set{q(w1), q(w2), q(w...), q(wn)} (15). λ2

is always equal toλi of (9), and is used to determineλ in
(8). Using only the valueλ2 thevulnerability of the proxy
network is calculated via (8) and (9).

5.2 Algorithm to Decrease the Midihex
Proxy Network’s V ulnerability to DoS
Attacks

In order to decrease a graph’svulnerability to a DoS
attack, the graph’sdiameter must increase [17]. The jump
sequences(j1, j2, j3, j4) of a circulant graph are defined as
Cn±(j1, j2, j3, j4). The Midihex topology jump sequences
are defined asG = Cn ± (1, 3k + 1, 3k + 2, 3k2 + 3k + 1)
in Theorem 3.1. A simple method to increase the graph
diameter of the Midihex topology is to converge the fourth
jump, j4, toward the third jump,j3, by an increment of
1, i.e.,Cn ± (j1, j2, j3, j4 − 1). The Midihex topology is
altered and is now classified as only a circulant graph. The
fourth jump sequence is decremented one step, the result is
a possible increase in the circulant graph’sdiameter and a
decrease in itsvulnerability to DoS attack.

The second and fifth columns, respectively, of Table 4
demonstrate the possible increase in the graphdiameter,
and a definite decrease invulnerability when the fourth
jump sequence,j4, is decremented by a value oft, third
column. The pseudo code for the reconfiguration algorithm
is given in Fig. 5.

N diameter t σ1
1

λ
2 − 1

637 8 0 8 0.2366
637 8 1 8 0.2314
637 9 2 8 0.1598
637 9 3 8 0.1576
637 10 10 8 0.0776

Table 4. Topological Properties of Circulant
Graphs that are slight variations of the
Midihex Topology.

Subsection 5.1 detailed a polynomial time algorithm
for the calculation of eigenvalues, of the Laplacian of a
circulant graph’s adjacency matrix of sizen × n. The
iterative algorithm, presented in this subsection, takes as
an input the proxy network topology and a parameter
that represents the attacker’s capability,α, and determines
the vulnerability of the proxy network topology. The
algorithm iterates until an acceptablevulnerability is
achieved. The pseudo code for the reconfiguration
algorithm is given in Fig. 5.

Reconfiguration Algorithm

INPUT: acceptable vulnerability

attacker’s capability α

graph adjacency matrix Cn ± (j1, j2, j3, j4)

OUTPUT: graph adjacency matrix

1 DO

2 Cn ± (j1, j2, j3, j4) = Cn ± (j1, j2, j3, j4 − 1)

3 vulnerability = calculatevulnerability(attacker’s capabilityα, graph
adjacency matrixCn ± (j1, j2, j3, j4))

4 WHILE (vulnerability> acceptablevulnerability) AND(j4 6= j3 + 1)

5 Reconfigure Proxy network to:Cn ± (j1, j2, j3, j4)

Figure 5. Circulant proxy network
reconfiguration algorithm.

6 Conclusion

A Midihex proxy-network topology is proposed for use
in proxy networks because of its ability to resist DoS
attacks. The Midihex topology is lessvulnerable to attacks
than the Chord topology, and is closest to the properties of
the CAN topology [14]. Unlike the CAN topology, then
node Midihex topology exhibitsmaximum connectivity
for all values ofn ≥ 21, Theorem 3.1. In the event of a
DoS attack, through the use of the proposed reconfiguration
algorithm, thevulnerability of the Midihex topology can
be further decreased. The novel Midihex circulant graph
proxy network topology exhibitsmaximum connectivity,
and after a reconfiguration detailed in Section 5, is not
vulnerable to DoS attacks.
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